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Overal Comment on my Research

The research is finalized to the development and use of formal methods for concurrent programming. Three
main research lines can be identified: approaches that describe and guarantee security properties of
concurrent programs; development and use of behavioural equivalences, to describe and verify the behavior
of concurrent programs; comparison between various formalisms, based on their expressive power. Such
studies have been lead on minimal languages (also known as 'process calculi') with advanced features, like
sophisticated communication primitives, distribution and mobility of code, cryptographic primitives.

Below, you can find detailed comments on each research line; [T2] collects most of the research carried out
until the beginning of 2005 in a cross-sectional way, that is collecting together results from the three research
lines [C2,C3,C4,C6,C8,C9,C10,C14,B1,J4,15,J6,J7,J9,J11,R1]. The unifying criterion has been the particular
language on which the several theories they have been adapted; in particular, in all these works it has been
used the language KLAIM [DFP98] (acronym of "Kernel Language for Agents Interaction and Mobility").
The fundamental features of such language are: processes distributed on a net of nodes, local and remote
communication based on tuple spaces and pattern matching [Gel85], possibility to program the movement of
code between different nodes of the net.

1. Formal methods for the security of concurrent programs (language-based security)

The study of concurrent formalisms and languages is focused on the possible interactions between various
users (represented by programs in concurrent execution on the same machine or distributed on different but
interconnected machines). In this scenario, it is fundamental to specify and force proper security properties.
In literature a huge variety of such properties is present; some of them have been studied in the introduced
research.

A typical security property is data secrecy. To this aim, we introduce in [C4] a framework where the
programmer labels the sensitive data with a region expressing the nodes of the net (that is, which users) can
access the data. We then develop a type system that guarantees that this property is respected in every
execution of a well-typed system. The work in [C4] is adapted in [J5] to three distributed calculi: KLAIM, the
distributed pi-calculus by Hennessy and Riely [HR02] and the Ambient calculus by Cardelli and Gordon
[CGOO0]. This fact shows that different theoretical and programming choices can however support the same
typing approach. An alternative approach to data secrecy in concurrent and distributed systems relies on
cryptography. In this way, reserved data are cyphred and the decryption key is only given to the users
entitled to access the data. Also in this setting, the use of process calculi has been a fruitful reasoning tool: in
particular, a deep impact has obtained by the Spi-calculus [AG98], a cryptographic variant of the pi-calculus
[MPW92]. For this language, we have developed in [C1] a sound (and complete, for finite processes)
axiomatization for the bisimulation that allows the derivation of equational laws easying the proof of simple
property of cryptographic protocols. [J1] shows an actual case-study: proving confidentiality and
authentication in the framework of the protocol KERBEROS [KN93].

An orthogonal issue in the security of concurrent systems is the possibility of controlling the activity of the
processes that it contains. To this aim, in [C2,C3,C7,C14,B1,J2,J9,J11,R1] we define type systems that aim
at controlling the executions of the processes in a node. Every node is associated to a type describing the
legal operations that a process running at the node can perform. In some sense, the type of a node is the
interface of the node, since it is an upper bound to the actions that can be executed from that node.
[C14,B1,J11] introduce a basic type system that is then enriched in with more sophisticated features. In
[C3,R1] types contain fine-grained information: access rights to incoming code are granted according to the
origin of a process. Moreover, a fine-grained classification on the operations is introduced: we keep in
consideration not only the kind of operations but also their arguments. Therefore, operations that forbid
reading a secret datum are not handled like operations of reading public data. In [C2,J9] we evolve the base
model in an other direction, orthogonal to the previous one: the type of a node can vary during a
computation, according the interactions happened between that node and the rest of the net. Therefore, some
privileges can be acquired or lost by the node. This scenario describes well the scenario that processes in
execution on a WAN meet and models in simple and elegant way applications of electronic commerce.



Finally, in [C7,J2] we better examine the type of a node and the properties that can guarantee. In particular,
by smoothly varying the definition of the type (set of actions, multiset of actions, finite-state automaton
whose input are actions), we can easy express more and more refined policies via type systems. Clearly, to
verify that a process respects the policies specified by a highly expressive type is very expensive in
computational terms; for this reason, we use notions of trust and subtype to make type-checking as efficient
as possible.

In systems distributed on a geographic scale, the use of frust between users is a simple, robust and scalable
way to assure security properties. The basic idea is to grant authorizations based on the possession of
certificates that, opportunely combined, supply an unforgeable evidence to the authorization. Typical
concepts of programming languages (like logics or type systems) have been successfully used to specify and
use trust-based systems [LMWO03]. In [C12,R2] we have extended mechanisms for certificate management to
base certificate validity on the moment and on the context in which they are used. In practice, we have
considered the framework based on logical programming introduced in [LMWO03] and we have added the
notion of temporal duration and of validity conditions. Both these characteristics have been already used for
a long time in the trust-based commerical systems; however, their formal study has revealed several
technical complications and has evidenced possible evolutions of the systems used in practice.

[C2,C3,C7,C14,B1,J2,J9,J11,R1] are base on the accesses control mechanism known in literature as
discretionary model. In such a model, the system administrator assigns to users access rights relying on their
identity. In [SCFY96] it has been introduced another mechanism to assign rights: role-based access control
(RBAC). In such a model, privileges are assigned to roles; during the life of the system, several users play
different roles and their actions must be authorised from the privileges associated to their activated roles. In
[C5,J3] we study the impact of such mechanism in a distributed version of the pi-calculus [MPW92]: we
provide a type system (that dealing with security policies) and a bisimulation (to reason on the functionalities
of the systems under consideration). As revealed by the case-studies, the theory simplifies the definition of
systems and policies, once fixed some behavioural properties to meet.

2. Development and use of behavioural equivalences

Traditionally, a programming language is a 'calculus' if it is possible to develop on it behavioural theories.
Such theories allow to equationally reason on the functionalities of a program written in such language,
without considering implementation details. The main scope of [C10,J7] is therefore the definition of
behavioural equivalences for a core calculus derived from KLAIM. The developed theory can be smoothly
tailored to handle failures and connectivity of the net, some key features in a WAN scenario. The theory is
then used in [C8,J6,J7,T2] to prove the correctness of some typical protocols for distributed and fault-
tolerant systems ('the dining philosophers', 'the k-set agreement', two protocols for message delivering), by
using exclusively an equational approach.

To better estimate and comprise the notions of equivalence used, we have also studied such equivalences
'more abstractly', i.e. by studying them not in a particular language but rather by considering a more
'denotational' model of concurrent programming based on trees. In such a model, we have studied [J10] the
categorial properties that characterize three fundamental equivalences in concurrency theory: the strong,
branching and weak versions of the bisimulation. It turned out that such equivalences can be expressed in a
very natural way by simple adaptations of the very famous notion of 'functor fullness'; this fact supplies a
further evidence on the key role that such equivalences play in concurrency.

3. Comparison between different formalisms: expressive power

An evident fact in the programming language field is the enormous variety of proposals present in literature
or used in practice. Concurrent programming, and above all the formalisms with mobile code developed in
the last years, is a typical example of this fact: many languages differ only for small details and often the
difference between several formalisms, if any, is not very clear. For this reason, several ways to compare



different languages have been developed so far; however, no unified methodology has been developed yet to
face this problem, known as 'expressiveness' (or 'expressive power") of the languages.

An empiric way to test expressiveness is via examples: it consists in showing applications that can be well
modelled in a language but not in other ones. Although this approach does not have a solid theoretical base,
it is a lot used in practice, also because it has the advantage of being close to the programmer (that will use
the language in practice) by showing him the typical applications in which he should prefer a language
respect to another. We have followed this approach in [C9], where we have studied the expressive power of
several alternatives (always easy to distributedly implement) to the standard pattern matching [Gel85].

A more rigorous method is to encode a language in another, or to prove that this is impossible. This approach
enhances the previous one, in the sense that it rigorously shows how as constructs of a language can be
implemented in another one or, viceversa, which features of a language cannot be implemented in the other.
Clearly, in order to develop such results, it is crucial to fix the properties that the encoding function must
enjoy; intuitively, the encoding must translate terms without modifying their behaviors. Again, this fact can
be formalized in several ways and no common agreement on the right way to formalize it has been reached
yet. In this direction, we can locate [C6,C11,C13,C16,C17,C18,J4,J8,J12,R3]. In [C6,J4] we study 'fully
abstract' encodings between different dialect of the KLAIM language; the several dialects progressively
simplify the original language and culminate in an extremely simple calculus. In [C11,C13,J8] we study the
expressive power of various communication primitives; the primitives are obtained by combining in every
possible way four typical features of communication: synchrony (synchronous vs asynchronous
communications), arity (delivery of a single message or more messages at once), communication medium
(channels or tuple spaces) and absence/presence of pattern matching. Finally, in [C17,C18,R3] we compare
different calculi for mobility: the pi-calculus, one of its distributed versions, KL.AIM, Ambient and its variants
(Boxed Ambient and its variants, Safe Ambient and its variants, Seal).
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