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Elecironic Voling Sysiems

Detect and correctly aftribute any attempt to corrupt the

election
« Confidentiality

- Protect voters' privacy
Prevent selling of votes
Defend voters from coercion

* Availability
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CIVilas

* Security proofs
- Based on JCJ scheme - satisfies formal definitions
e Secure information flow

Implementation in Jif

Tradeoffs between the level of security, the fime required for
tabulation and the monetary cost of the election
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Security iviodel

N ~

ompromise pertwee eNnNapling re OoTe VOoTiNg dnNga
guaranteeing strong security properties

* |n some circumstances voters must register at least partly in
person

« \oters must trust tThe computational device they use to submit
votes (not necessarily supplied by election authority)
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Verfiaimy.

- Anyone can check that:

- All votes cast are counted
- Only authorized votes are counted
- No votes are changed during countfing
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Coercion Resistance

IN phisical presence of voters

o Coercer can observe and intferact with voter
during remote voting

Must prevent coercers from trusting their own
observations
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Inrear Model

oTherW|se ’rhe voter Could never reqister or vote

 May confrol all public channel on the network

but we assume the existence of some anonymous channels
on which the adversary cannot identify the sender

and some unfappable channels which the adversary
cannot use at all

 May perform any polynomial-time computation
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Agents

* Registration tellers generafe the credentials that
voters use to cast their votes

e Voters

* Tabulation tellers tally votes

Silvia Messuti - Civitas



Log|Senvice

- The log service signs ifs responses to reads — detfection of
attempts to present different contents to different readers

Bulletin board

used by election authorities to record all the information
needed for verifiability of the election

Ballot boxes

used by voters to cast their votes
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Civitas Architecture

registration
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teller
: bulletin
t I
ballot box abulation teller board
voter |
client

tabulation teller
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Selup

! — AN’ \./ \/ ./ ./

public keys for all authorized voters

Registration tellers
« Generate credentials for each voter

Public credentials are posted on the bulletin board
Privafte credentials share are stored

- Can be forged or leaked only if all registration tellers
collude

Silvia Messuti - Civitas



Registration

registration
teller

voter | '
client

* Each registration teller authentficates a voter using the voter's
registration key

 The feller releases his share of the voter's private credential to
the voter, using the voter's designation key

* The voter combines shares fo consfruct a private credential
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“ballot box

voter £ H
client

The voter submits 1o some or all of the ballot boxes
* A private credential
« A choice of a candidate

« A proof that the vote is well formed
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labulation

tabulation teller

_ tabulation teller bulletin
board

tabulation teller

Tabulation tellers

* Retrieve the votes and the public credentials from the bullefin
board, eliminate duplicate and unauthorized votes

 Anonymize votes with mix network

 Decrypt the remaining choices (but not credentials)
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Resisting Coercion

designation key

» Vofters with fake credenftials removed during
tabulafion

e \Votfers can vote again with real credentials
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Verniyingianrelection

 Anyone can verify these proofs during and after
tfabulation (universal verifiability)

e A vofer can verify that his vote is present in the set
refrieved by the tabulation ftellers (voter
verifiability)
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securelimpiemeniation

g CAICTIU W LS CI1U 1O Al eldsuie paoa -

Allow principals to state condifions on when the set of readers in
a confidentiality policy may be expanded (declassification) or
restricted (erasure)

If policies In code express correct regquirements and
Jif compiler is correct then code is secure w.r.1.
requirements
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Crypiographic Componenis

- Equality of discrete logarithms
- Designated-verified reencryption proof
Plaintext equivalence test

e Commitments
« Digital Signature

e Mix network
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Trust Assumptions
1. The adversary cannot simulafe a voter during registration

4. The channels on which voters cast their votes are
ANoNymMous

9. At least one of the ballot boxes to which a voter subbmits
nis vote is correct

6. There exist at least one honest tfabulation teller

/. The Decision Diffie-Hellman (DDH) and RSA assumptions
hold and SHA-256 implements a random oracle

Silvia Messuti - Civitas 18/28



Trust Assumptions

2. Each voter frusts at least one registration teller and the
channel from the voter to the trusted authority is
untappable

3. Voters frust their voting clients

4. The channels on which voters cast their votes are
ANONyMOous

9. At least one of the ballot boxes to which a voter submits
nis vote is correct

6. There exist at least one honest tfabulation teller

/. The Decision Diffie-Hellman (DDH) and RSA assumptions
hold and SHA-256 implements a random oracle
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Trust Assumptions

3. Voters trust their vo’ring clients

4. The channels on which voters cast their votes are
ANoNymMous

9. At least one of the ballot boxes to which a voter subbmits
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6. There exist at least one honest tfabulation teller
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scalapiliny:

 The tally for each block can be computed independently
(parallelizable)

 Each vote identifies in plaintext the block in which its credential
resides (identifier made non-malleable by vote proof)

* Assignment into blocks need not be based on physical locafion

 Enables the production of early refurns
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« CPU time: 39s/voter/authority

 |f CPUs are bought, used (for & hours), then thrown
away: $1500/machine, S12/voter

e |f CPUs are rented: S1/machine/hour, 4c/voter

Increased cost = increased security
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Corielision



SUummary.

e Security proofs
o Explicit frust assumptions

* Implementation in Jif
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Open issues

» Distribute trust in voter client

e Eliminate in-person registration
« Acceptability of cryptography
 Access to computers
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