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ABSTRACT

An access control framework is responsible for efficientig &f-
fectively managing an organization’s resources on whistugters
can perform actions. Depending upon their requiremenfferent
organizations deploy different kinds of access contrahaorks.
For a common goal, organizations often collaborate by dmuttr
ing their resources and users. To integrate each othedsimess
and users, their access control frameworks should be jpeeso
ble. To help a collaboration realize, several modgls [14,44]
exist. These models facilitate the collaboration among dgen
neous access control frameworks. In practice, collabsatay
have heterogeneous frameworks that may not share any siyila
in their security orderings [10] which may prove to be a sesio
hitch for integrating each others’ resources and users appro-
priate order. Here, we present a utility that allows one tonfan
overlay of definitions specific to the collaboration. Sucliirde
tions map new names for the existing definitions availablivwi
the framework. Thus, the new security order formed througr-o
lay definitions can be presented as an interoperation auerb the
collaborators. The use of overlays hides the internal syander-
ing of an organization from its collaborators and we shadl lsew
collaboration specific context information can be captned used
in our approach. The post-collaboration setup should deoan ef-
ficient mechanism for authentication-cum-authorizatibpartici-
pants consistent with the local policies and ensure nouaelietion
of any inter-organization communication. We have come &e
cryptographic primitive, called chameleon hash, that asad us
to efficiently realize the above mentioned requirements Eog-
erties. A preliminary analysis of our approach shows an dva
tage over existing certificate based practi¢es [11, 15[ 2042]
in terms of manageability, privacy and communication oeads.
Our scheme should be the best implementation choice fomdigna
and ephemeral collaborations where preserving pre-auidion
functional setup during the span of collaboration and aftar ¢he
collaboration is important . Actually, this is a pressingdédor
organizations coping with globalization.

In this paper, our goal is to devise an enforcement mechataisan
cilitate concurrent collaborations in a distributed eamiment with
a focus on the manageability, interoperability and privatyol-
laborators. Privacy to the collaborators is a new uniquéufea
provided under our approach.

1. INTRODUCTION

Owing to the advent of digital revolution it has become plolgsio
integrate almost any kind of electronic device that has aging
and communication capability into the day to day life of induals
and organizations. This extends the reach of such devigembe
the physical boundaries and demands protection againgseifn
other words, availability of such resources to their owtEsomes

a security issue. Computers, printers, card-readerspsendig-

ital photocopiers, etc., are typical examples of digitalowces.
Furthermore, even the services provided by such resouecgs (
databases) and applications developed on top of them (eed-,
services) can be collectively referred to resources. Thergto en-
sure the availability of resources to the intended users afrgani-
zation, the organization needs a comprehensive mechailed c
access control framework. Depending upon the size anditunadt
requirements, different organizations deploy differgmeets of ac-
cess control frameworks. For instance, a small organizatight

be content with an access control framework of type access ma
trix [L9] or mandatory access control (MACQ)I [6] or discretary
access control (DAC)126]. Military organizations are/bdween
traditional practitioners of MAC and DAC. In commercial énv
ronments with large number of users and resources (e.gkspan
role-based access control (RBAC) 18] has emerged as a te fac
standard. An organization may also have a tailored flavonese
frameworks suitable to its requirements or may have a petgn
framework in place. Such a heterogeneity in models for acces
control brings forward the challenge in their interopeligbivhen
used to form a collaborative environment.

The primitive goal of an access control model is to efficigntan-
age users and resources (entities) under its control. mBiffeAC
models achieve this goal differently. A typical deploymefitan
access control system is a combination of the followingeHhog-
ical components: aaccess control modgpolicies andenforce-
ment mechanismsThe access control model provides means to
arrange, efficiently manage entities and define relationsnast
them. For example, in MAC, entities are arranged in a mathigng
cells of the matrix define the relation between users listemivs
with resources placed in columns. In RBAC, entities aregmesi
to abstract names inherent in the model (gL E, OBS, etc.) and
the model provides means to express relationships amouogst s
pre-defined abstract names. Policy languages are employed-t
vide properties that are difficult to achieve under AC modehe,
e.g., context-sensitive access requests. Enforcemerttamismns
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cryptography.

source and also in situations where certain requiremertsan-
trary to the inherent properties of the underlying AC moftai ex-
ample, private or external role hierarchiesl[B1, 34] in RBAGe



interfluve of functional scope of these three logical congrds is
not strict and may vary in actual deployment, according &ort
quirements and nature of the setup.

Collaboration amongst organizations is a pressing neetkictr-
rent trend of globalization and outsourcing. Organizaticol-
laborate for a common goal by contributing their resourced a
users. For example, workflow systems spanning across sewera
tonomous organizations (administrative domains), coatal
grids where computational resources and service useradéto
different administrative domains, military and intelligee coali-
tions, collaboration through outsourcing, etc., faceroperability
issues amongst their autonomous administrative domaatm-
stitute the collaboration environment. Some of the promiimeod-
els that help in realizing collaboration afe14] 41} 42].wéwer,
these models facilitate collaboration among homogeneouossa
control frameworks. In practice, collaborators may haveetee
geneous frameworks and may not share any similarity in geeir
curity orderings|[1I0], the orderings help collaboratorgudging
appropriate levels for accommodating each others’ ressuand
users. Several other models that address certain issués tveti
erogeneous autonomous domains collaborate have beersptbpo
These approaches have varying reliance on the three comisone
of access control system described above [Tn[[141-41, 42pGRB
model has been extended to facilitate collaboration amamgoh
geneous domains. The additional requirement for collatwra
in distributed environment is that the communication agnpar-
ticipating domains should have authenticity and non-réghitity
properties. These properties can be provided by enhanbiag t
enforcement mechanism component (i.e., by integratingtory
graphic functions or a PKI) of access control systems. [Ir} [11
15,[20,[39[°431°29], PKI (X.509) assisted AC models have been
proposed to facilitate a secure collaboration. The chofcekd,
X.509 in the above mentioned proposals, plays a pivotalinodie-
ciding the autonomous and dynamic nature of the resultifiglzo
orative environment. The use of X.509 PKI (which is a top-dow
architecture and centralized in nature) in the above prapaoes
not allow them to remain truly decentralized. [d [1,[28[9, 1
13,121,122 24"33.-28], formal models based on the policy lan-
guages are proposed for collaboration in a distributedrenknent.
These models and their policy engines rely on security tessr
provided by the underlying enforcement mechanisms to atalu
resource access requests. Briefly speaking, several catidia

of the above mentioned components are possible to faeilgalk
laboration in distributed environment with a varying degemce
on the three components to achieve security and manadgabili
the resulting domain.

In a collaborative domain, thenforcement mechanisrosmponent
has a greater role to play than its role in the stand-alonesaamn-
trol system. Authentication, non-repudiation, securisgextions
that can be verified off-line, etc., are the additional prtps ex-
pected from theenforcement mechanisraemponent. To achieve
these additional properties in actual implementation gf @fnthe
above listed proposals facilitating collaboration in aritisited en-
vironment, they shall rely on cryptographic primitivesapsibly
asymmetric keys. Thus, having a pair of asymmetric keys with
the entities involved in collaboration, we provide a namd an-
thorization binding utility that greatly simplifies forgindynamic
collaborations and post-collaboration management of nit the
resulting setup but also of individual participating donsai The
utility derives its strength from the collision propertyadfameleon
cryptography([25] and the naming philosophy of SPKI/SDS][1

Given a public key, corresponding unique chameleon hasttibm
can be efficiently derived. This function possess all theertes

of universal one-way hash functions except that the ownehef
private key (trap-door) can produce collisions for any heslue
with a different pre-image. We use the chameleon hash famcti
to introduce local names and exploit the collision propésthind
entities or externally defined local names to trap-door aisre-

cal names. The utility of introducing names and their bigct-
lows potential collaborators to form an overlay over théiared
resources, thus maintaining their post-collaboratiom@ainy and
shielding their actual access control framework from dmilation
specific modifications. This is very essential while collietions
are ephemeral. Though our utility is based on keys, the kay ma
agement issues are out of the scope of this paper and we assume
that the same practice should be followed as in other priptisat
make use of cryptographic primitives to achieve the properte-
quired in a distributed environment.

Taming heterogeneity: as the collaborators can be disgirml
terms of their underlying access control models, govermmiol}
cies/policy engines and enforcement mechanisms, we fyleamti
common denominator across them — asymmetric keys. Ourayverl
formation utility based on asymmetric keys allows collaors to
generate a common agreeable interface between themssities,
out making modifications in their respective autonomoustional
setups. In[[28], this requirement is acknowledged and aded
through means of “common vocabularies.” Identifying asyetn
key pairs as a common denominator also nullifies the hetamge
ity collaborators may have in their use of a PKI (PGP or X.568,
example).

Organization of the paper: In next section we introduce oectm
anism to define names and binding entities to them. The naming
mechanism is central to formation of overlays as an inteatjmn
interface to the collaborators. In Sectigh 3, we explaingesaf
overlays for a typical collaboration scenario. Seckibnrigfty pro-
vides our experimental results and lists advantages of @ohe
nism. We provide the related work in Sectidn 5 and concluée th
paper with Sectiofl6.

2. FORMING OVERLAYS -BRIDGES FOR
COLLABORATORS

We introduce overlays as an interoperation interface tattiab-
orators. Central to this utility is a flexible inter-linka&haming
mechanism based on chameleon hash functions. We begirethis s
tion with a sub-section on highlighting the importance ofmes

as a mnemonic handle in access control, its usage in cumact p
tice and make case for local name spaces. Then we present the
cryptographic primitive — chameleon hash function — on \Wtdgar
naming mechanism is based. A brief scenario showing usage of
overlays is also presented at the end of this section.

2.1 Importance of names as a mnemonic han-

dle in access control
The most important function of a name is to serve as a mnemonic
handle for some human user, it is important that users betable
create names rather freely using well-chosen identifiess [Es-
pecially, names have been proved very useful when they tefer
group of entities (plausibly of same type) since one can usb a
handle to specify and enforce a policy over members of thegro
just by referring the nam&T18]. Time-line of access corgysitems
shows that, for potentially large setups, we had to move filain



subject-object capability list (AC-matrix) to RBAC fami[iL8,[14,
41,[42] for the sake of efficient management of the setup. gena
ability is an important aspect of an access control framkwgffi-
cient management of resources ensures their availabilitghwis,

in fact, an important requirement for secure systems. REFJ, [
the usual contender for access control in large setupsidintes
special names (introduced as RBAC abstract elements) kRS
ROLES, OBS, PRMS, etc., to group together its users, their roles,
objects, and permissions over objects. Then it specifiegioak
among such abstract elements to achieve efficient manageen
the setup. For example, the many-to-many set relation lestwe
abstract elementsoLEsand PRMS where members of the group
ROLES are mapped to the members of s&tms and vice versa.
Thus assigning an user a role fraRoLES group essentially em-
powers the user with permissions assigned to that role. imbdis
rect binding of users (througRoLES) to the possible permissions
over a resourcedBs) in RBAC framework provides the follow-
ing advantages. These advantages, due tatbess control model
component of access control system, come at the cost oflgranu
ity. The granularity requirements of the system should lhéesved
through theenforcement mechanismmemponent, so that the for-
mer retains its simplicity and manageability.

e It helps in writing manageable policies using the abstrict e
ments like;USERS ROLES PRMS, etc., and enforcing actual
authorizations by resolving entity’'s membership to apgrop
ate sets.

e The resource need not maintain the actual list of users and

their respective set of permissions. Thus reducing theddize
ACL (Access Control List), and the ACL look-up time.

e Therefore, addition or deletion of users from the setup need

not be reflected in the ACL.

e Similarly, temporary suspension of set of permissions er in
troduction of new permissions need not be reflected in the
ACL.

However, the utility of these special handles (names oradisel-
ements) under RBAC is limited to the administrative domain i
which they are defined. In other words, the abstract nemiees

in one RBAC domain is different from the abstract naRTeESin
another RBAC domain, i.e., the name definitions are locahéo t
domains. It would be very useful in collaborative enviromtseto
have an ability to refer to the names defined in other admatige
domains [[2IF]. The challenge lies in devising a mechanisnh wit
minimum inter-domain communication costs. Since, in adtan
alone RBAC implementation the access control decisionsress
tially boil down to set-membership queries. In other worsiser
requesting some permission over certain object must hawvedmn-
bership in a role that has been mapped to the requested pamis

specifications will be used to manage the new virtual absaac
tities. The model loses its manageability if one goes ongiate

ing the virtual organizations in further collaborationsheTstate
changes in any of the participating domain create cascaafagt.
Also, in such frameworks (e.g[114.141.142]), it is not pbssito
accommodate a domain with non-RBAC framework since it does
not have the abstract elements defined. In the following we-n
duce the chameleon hash function and its properties.

2.2 Chameleon hash function and its proper-
ties

DEFINITION 1. A chameleon hash function [25,1118] a one-
way hash function like any other universal hash functioa 8kiA-1
[32], except that the function is public-key dependent and ttre-co
sponding private-key gives an ability to efficiently find e-pnage
[36] colliding to a pre-computed hash generated with another pre
image.

A chameleon hash functida associated with a pair of public and
private keys (the latter calledteapdoor or collision key and has
the following properties/[25].

1. Anyone who knows the public key can compute the associ-
ated hash function.

2. For those who don'’t know the trapdoor the function is eolli
sion resistan{36] in the usual sense, namely, it is infdasi
to find two inputs which are mapped to the same output.

3. However, the holder of the trapdoor information can gasil
find collisions for every given input.

Let, K and SK denote an asymmetric key pair, whétes a pub-

lic key (or hash key while SK represents the corresponding pri-
vate key. CHk(.,.) denotes the associated chameleon hash func-
tion, which can be computed efficiently given the valuekofOn
input (pre-image) a messageand a random string, this func-

tion generates a hash valdélk (m,r) which satisfies the following
properties|[25].

Collision resistance There is no efficient algorithm that on in-
put the public-keyK can find pairam,r; andmp,r, where
my # My, such thaCHg (my,r1) = CHk (mp, r2), except with
negligible probability.

Trapdoor Collision There is an efficient algorithm that on input
the trap-dooSK, any painmy,r1, and any additional message
my, finds a valugy such thaCHg (my,r1) = CHk (mp,r2).

In a dynamic stand alone RBAC setup, the members of abstract

elements (e.g.ROLES PRMS, etc.) are continuously updated by
the domain administrator and this state change is readéifedote
within the domain while making access control decisions.

Frameworks like CBACII14], exploit above listed advantaéms
collaborative environment by modeling abstraction over #f-
stract elements from collaborating RBAC domains (intradga
set of abstract elements, for exampleQATITION, PARTNEROR-
GANIZATION, ORGANIZATIONASSETS etc.) The resulting entity
after integrating the domains is a virtual organization &BAC

Uniformity All messagesninduce the same probability distribu-
tion onCHg (m,r) for a givenr chosen uniformly at random.

Henceforth, we shall use a principal’s name as subscrigstpub-
lic key, i.e.,Ka denotes public-key of principah and the use of
corresponding private keBKx is implied when reference is made
to find chameleon hash collisions by the principal. The©Hk,
denotes the chameleon hash function associated with paii€.
We alternatively refer a principal by his public key.



DEFINITION 2. Commitment hashA principal “A”, denoted
by its public-key K, constructs a message pMand randomly
chooses a number ARto obtain chameleon hash valuex Yoy
applying CH,(.,.) over My and Ry, i.e., CHc,(Ma,Ra) = Xa.
The message Mused to produce the commitment hash is called
commitment-hash-message

A commitment haslXa produced over pre-imag&l, Ra) by prin-
cipal Ky is denoted by a four-tuplez Ka, Ma, Ra, Xa >.

DEFINITION 3. CommitmentPrincipal “A” issues a commit-
ment for a messagejraver commitment hash Ka,Ma, Ra, Xa >
by finding ¥, such that Cig, (m,r;) = CHk,(Ma,Ra) = Xa. The
message nused to produce the commitment is calbednmitment-
message

A commitmentr;, issued by principaKa (using its trapdoor), over
a commitment hask: Ka, Ma, Ra, Xa > for a given commitment-
message  my is denoted by a six-tuple:
< Ka,m;,ri,Ma, Ra, Xa >. Commitments for a given commitment
hash can only be found with the knowledge of trapdoor.

Having provided the definitions and properties of chameleash
functions, we would like to proceed to our name definition fa-
cility in next sub-section. We would like to note that, theim
messagescommitment-hash-messagad commitment-message
to chameleon hash functions are text strings. We are freediole
the contents of these strings. One can use this fact to calessed
semantics. A principal can utilize theommitment-hash-message
M to convey certain semantics, by choosingRaand generating
the hashX. Thus, the commitment hash K,M,R, X > is an as-
sertion made by the princip&l aboutM. To enforce the semantics
in M, the principaK issues commitments to intended principals by
embedding their identities (e.g., public-key) into t@mmitment-
messages For example,< K,mp,r1,M,R X > is a commitment
issued by principaK to principalKy, if my = Ky. In the follow-
ing sub-section, we exploit this setting to define names amdirgy
entities to them.

2.3 Defining names and binding entities to

names
The concept of empowering a domain administrator to aggeega
collaboration specific entities under local and extendedesis
motivated by SPKI/SDS[113] philosophy. However, our agmio
differs from SPKI/SDSI in the technique used to define andibin
names. SPKI/SDSI uses certificates to define and bind nariks wh
we use chameleon hash functions. The discussion of reladre
its of our mechanism are deferred until Secfibn 5. We bortwsv t
following definitions from SPKI/SDSI and give our constriocis
to define and bind names using chameleon hash functions.

All principals are represented by their public keys. A pijyat is

an individual, process, or active entity whose messagegistiac-
tively recognizable because of the cryptographic opemnaticom-
mitment hash and commitments) they perform on them using the
public key that represents them. It is convenient to say tiat
principalis its public key.

DEFINITION 4. [13] An identifieris a word over some given
standard alphabet.

ExampPLE 1. “Collaborators”, “Employees”, “TeamDBA”
are examples of valid identifiers.

A local name is a pair consisting of a public key and an arhjtra
identifier. Each public key has its own associated local nspaee.

DerINITION 5. [13] A local nameis a sequence of length two
consisting of a key followed by a single identifier.

ExamMPLE 2. “Ka Collaborators”, “Kg Collaborators”,
“K aUsers”, “Kg TeamDBA” are valid local names.

Local names in different name spaces are unrelated to eheh ot
even if they use the same identifier. There are many reasarseto
local names:

e To provide a convenient user-friendly handle for refertiog

another principal.

To provide a level of abstraction that separates hame orge use
to refer to the principal from the keys the principal usescsi
the later may change.

e To allow another party to provide the desired definition, by
having one name defined in terms of a name defined by an-

other party.

e To have a name that refers to a collectiondayup) of prin-

cipals.

e To have a name that can be used as an binary attribute—by
defining the group of principals that possess that attrgute

DEFINITION 6. [13] An extended namis a sequence consist-
ing of a key followed bywo or moreidentifiers.

ExAMPLE 3. “Ka CID411Users TeamDBA” is a validex-
tended namaevhich is bound to local name “KCID499 sers”
in the following way.

In the following we provide our constructions for definingcéd
names, extended names, authorizations and binding ssitiject
them.

Defining a Local Name:A principal chooses an arbitraigentifier
and constructs theommitment-hash-messagea manner shown in
Figurdl, to generate@mmitment hashy applying its chameleon
hash function. For example, principily defines a local name
“Ka CID411Users by constructingMp as shown below and pro-
ducing commitment hasKa such thatCHk,(Ma,Ra) = Xa. By
identifier string CID411Users we try to convey principaKa’s
intention to club together users taking part in a collaboreiden-
tified by number “411”. To distinguish other potential nansdini-
tions by principalKa, we put an additional (small-letter) subscript
to the commitment-hash-message, the corresponding raseed)
and the commitment hash. And, the same subscript will foftarw
respective commitment messages used for name bindingss, Thu



we would like to denote the name definition mentioned abose, a
CHk, (Maa, Raa) = Xaa and the corresponding four-tuple notation
by: < Ka,Maa, Raa, Xaa >.

Binding Subjects to Local Names: To bind a subject to a local
name, owner of the local nhame constructsoanmitment-message
in a manner shown in Figuld 2, to generatecanmitmentfor a
given commitment hash (i.e., local name). For example,cprin
pal Ka binds a subjecKy, to its local name K5 CID411Users
by constructingma, as shown below and findingas such
that CHk, (Maa, Raa) = CHk,(Mag, ;TAa ) = Xaa, holds.  Unlike
SPKI/SDSI, where both name definition and binding are dost ju
by issuing a name certificate, one must issue a commitmeht has
pertaining to a local name definition in order to bind sulgeotit.
For the sake of brevity, we use the following notation to simame
binding:

Ka CID411Users — Ky, 1)

Similarly, to bind principals Ky,, Ky, to local name
“Ka CID411U sers, principal Ka constructs commitment-messages
Mag, @andmag, in similar fashion shown above and finds,, and
I'aag FESpectively. Therefore,

Ka CID411Users — Ky, )

and,

Ka CID411Users — Ky, ®3)

For the sake of convenience and simplicity, we collectidgyote
Equation§l[12, arid 3 by the following:
Ka CID41Users — {Kuy,,Ku,,Ku,} 4)

A subject can be a local name. Therefore, following assigrrize
valid.
Ka CID411Users — Ky, TeamDBA 5)

whereKy,’s name definition for TeamDBA is given in Figure[B,
and its members are bound by Equafibn 6 below.
Ku, TeamDBA— {Kuy,,Ku,} 6)

Therefore,
Ka CID41WUsers — {Kuy,,Ku,,Ku,,Ku, TeamDBA  (7)

We have seen that a subject can be a key or a local name. Fadjowi

is an example where subject is an extended name which is bound

to local name K CID49U sers.
Ka CID499Jsers — Ka CID411Users TeamDBA (8)

trol. That is, any requester that can prove its membershime
of the listed names in ACLs is allowed to access the resodrioe.
same algorithm for name rewriting and certificate chainaiscy
[L3] can be used for our cryptographic constructions. Omtinp
a set of commitments (name bindings), the algorithm efftgjen
finds name membership proofs, if any. Due to space limitatioa
exclude elaborating the algorithm for proof constructiod ahow

it only intuitively. PrincipalsKy, ,Ku,, Ku,,Ku, can successfully
access resources under the control of prindifgal Proofs for prin-
cipalsKy, , Ku,, andKy, are straight forward since their respective
commitmentgcf. Equations[{iL) [12), an@¥3)) prove their member-
ship to name K CID411Users. Whereas, proofs of principals
Ku,, Ku, consists of chaining of twvoommitments- one from prin-
cipal Ky, and other fronKy,. PrincipalKy, can access resources
underKg's control in two different capacities (roles), since it pos
sesses two proofs satisfying the ACLKy,’s proof is sketched
below.

Since Ka CID411Users — Ky, TeamDBA(cf. Equation[[¥))
and,Ky, TeamDBA— Ky, (cf. Equation[[B))
.. KaClD41lUsers — Ky,

ExtendingDefinition B we say that;

DEFINITION 7. A commitment hash produced in order to de-
fine a local name is calledame commitment hasi he respective
commitments issued to bind subjects to the name are calletk
commitments

ExamMPLE 4. All constructions shown above are examples of
name commitment hash and name commitments.

DEFINITION 8. An authorization commitment hasis sim-
ilar to name commitment hash by construction except that
the commitment-hash-message contains an additional rcabst
“PERMS to indicate what all permissions members of the
“Namé construct (i.e., name) shall inherit. The respective com-
mitments issued to bind subjects to the name are callgdoriza-
tion commitments

ExAMPLE 5. Figure[d shows a typical construction of name
commitment-hash-messagezdvby principal Kz to define name
“K g CI1D244’ with authorizations specified undelPERMS con-
struct.

The meaning of extended names is defined in terms of the mean-

ing of related local names. Informally, in above binding,me
bers of local name Ky CID499Jsers are members of name
“TeamDBA defined in name space of principals belonging to local
name ‘Ka CID411Users. Therefore, intuitively;
Ka CID49U sers — {Ky,,Ky,} 9)

A name is thus either a local name or an extended name.

Name Membership Proofs: Local names and extended names

can be used as rules in ACLs of protected resources. Consider

a scenario in which principaKg puts ‘Ka CID499sers and
“Ka CID411Users into positive ACLs of resources under its con-

Note the composition of “PERMS” construct. Princif&, owner
of the name Kg CID244" has used the set of permissions at its dis-
posal by the underlying access control model; RBAC in thigeca
The above authorization commitment hash is intended toaggu
access requests (by placing thisthorization commitment hasih
ACL of protected resource, say a database, ukgér administra-
tion) from members oKg's “CID244" group, which is binded to
its collaboratorKa by the following binding &uthorization com-
mitmen}.

Kg CID244 — Kp CID411Users (10)

Thus, principals Ky,, Kuy,, Ku,, Ky, — all members of
“Ka CID411Users group, can exercise all permissions ovas's



protected resource that are allowed to the “Manager’ein Kg’s
administrative domain; except the “Update” operation.

Name commitments are distinguished from authorizationrodm Ma = Name := KaCID41lUsers
ments by the presence or absence of the “PERMS” construnt. Si Validity := not-before “2006-09-0100:00:00"
ilarly, commitment-hash-messages. not-after “2007-08-3123:59:59”

Figure 1. Typical usage of commitment-hash-message part of

Enriching the commitment-hash-message:As mentioned be- the pre-image to define local names

fore, the commitment-hash-messagart of the pre-image to a
chameleon hash function is a text string and its compositim

be done as per the requirements. Here we provide one mond usef
construct that is typically required in collaborations -e@mmo-
dating collaborator until the life time of a task. In our piays ex-
amples of commitment-hash-message compositions we hawe se
the construct “Validity” used to specify literal time intals. We
show another example of using this construct to hold a teatpor
variable “Task”. Figure[d shows one such composition validating
the authorizations for grougKg C1D244” only for the life time of
TAsk “T”. In Appendix[A we show how the facility of delegation
can be incorporated by introducing a construct “Also-hdnor

Mag :=| Subject := Ky,

Figure 2: Typical usage ofcommitment-message part of the pre-
image to bind subjects to local names

2.4 Overlays as Bridges for Collaborators

In the previous sub-section, we have seen the ability otjpais to
define and bind names and authorizations. Here we shall see ho
principals can utilize these abilities to form overlays foe pur-
pose of collaboration. Aoverlayis an interface provided to a peer
collaborator in order to accommodate each others’ resswand
users. An overlay in its simplest form consists of a pair aheand
authorization definitions. Name definitions for aggregatisers of
host domain, and authorization definitions for specifyirfiatvau-
thorizations on host domain’s shared resources are pébheiger ) o
users from visiting domain. Therefore, for a collaboratitire col- Figure 3: Ky,'s name definition for “TeamDBA
laborators design their respective overlays taking intesateration

each others’ requirements. In other words, a collaboratay,Kg)

can demand a certain group-wise structure (cf. Equéliorr #)-o

erarchy (cf. Equatiofl5, arld 6) over the collaborating ufens

visiting domain (i.e.Ka’s administrative domain). Vice versida’s

requirements shall be incorporated in name definitionstitating

Mu,a = Name := Ky, TeamDBA
Validity := not-before “2006-09-0100:00:00"
not-after “2007-08-3123:59:59”

Kg's overlay.

Mga:= Name := KgCIlD244
For example, consider two administrative domatnandB willing PERMS := PRMs(ROLE.Manager) PRMsUpdate
to collaborate. Let principaléa andKg be the administrators con- Validity := not-before “2006-09-0100:00:00
trolling users and resources in domaihsindB, respectively. For not-after “2007-08-3123:59:59”

the sake of simplicity, let us assume that resources fromadtora
and users from domaifi are not participating in the collaboration  Figure 4: Typical usage ofname commitment-hash-message to
(In next Section we provide a comprehensive example whette bo  define local names with authorizations

counterparts are contributing their users and resour@égyefore,

overlay of domainA will have only name definitions and overlay

of domainB will have only authorization definitions. Upon mutual

agreement, following are their overlays.

Overlay from domairi:

< Ka,Maa; Raa, Xaa > A1) Mgy:=| Name := KgCID244
Over|ay from domaiiB: PERMS = PRMS(ROLE.Manager) -PRMSUpdate
Validity := TRUE (TASK.T)
< Kg, Mg, Rep, Xgp > (12)

Figure 5: Containing validity of authorizations through T ASK
Enforcing Collaboration: To enforce the collaboration, principal ~ variable
Kg i) empowers the users ¢fa by issuing an authorization com-
mitment (for the name definition provided Wi§p in its overlay),
and ii) signs the commitment hash of name definitions fKxs



overlay.

Kg CID244 — Ka CID41WUsers (13)

{XAa}SKB (14)

Principal Ko need not issue any such authorization commitments
for Kg, since its resources are not taking part into collaboration
this fashion,Kg formed a bridge with the help dfa to facilitate
users from domair to access resources in dom&@inin next sec-
tion, we will see a comprehensive scenario where both tHalum!
rators are actively participating with possible concutri@ilabora-
tions with third parties. We shall also see the privacy icgtions

in such multi-layer collaborations.

3. A TYPICAL COLLABORATION SCE-
NARIO

In this section we shall see full potential of our mechanisrterms
of the ease it brings in forging concurrent collaborationterlink-
ing collaborators, and privacy.

We explain these with the help of a scenario, graphicallyicddeg

in Figurel®. Figur§ 6(&), shows two autonomous adminiseato-
mains (collaboratorsh andB negotiating for a collaboration. Let
us assumed is a software firm that provides IT related services.
B is a big industrial organization that is willing to engageto
cater its IT related needsA andB are the actual sub-domains of
these respective organizations that are actively colatbay. Let

Ka andKpg be the public keys of administrators responsible to man-
age these sub-domains. For this probable collaboratiom torg

Privacy — In collaboration enforcement phases, collalbosaare
sighing chameleon hash’s computed by peers as an agreeonent f
collaboration. These ahameleon signatures — that provide with
an undeniable commitment of the signer to the contents afredi
document (as regular signatures do) but, at the same tim@otlo
allow the recipient of the signature to disclose the corgaritthe
signed information to any third party without the signeransent
[25]. Thus, collaborations formed using our mechanism\epjo
vacy.

The strong arrowed lines in Figufe_g(b) apd p(c) indicate the
bridges for users, from autonomous administrative domainac-
Cess resources.

4. EXPERIMENTAL ANALYSIS

We have implemented three different flavors of chameleot has
functions based on i) simple factorization, ii) discretgdathm
(both from [25]), iii) advanced factorization (frorh_[38]@nd the
results are tabulated in Taflk 1. Implementation of theberses
can be categorized into two phases: Hash Computation/&torer
and Finding Collision. These schemes produce hash of leiGfth
bits. The values are taken over the average of 100 runs.

The implementation is carried out on a GNU/Linux (i486) foain
with gcc-3.3.5, OpenSSL 0.9.7e library for cryptographienp-
tives (without any external cryptographic acceleratiamj aumer-
ical analysis. To get a fair computational estimation, wrdit use
any code optimization of gcc while building our executables

4.1 Approach to Compute Execution Time

ward, B needs to open up its resources so that experts from domainvarious approaches are possible to audit the process éxetiate.

A can perform their jobs foB. And auditors fromB need to ac-
cess an auditing tool licenced £o In order to accommodate these
mutual requirements) andB propose their overlays to each other
as shown in FigurE7{r). Note that the specifics of their exalet
laboration related tasks are abstracted under variahle ‘How-
ever, name definitions have explicit time interval specifiedbther
words, name definitions and corresponding bindings arel Vati
the specified time interval but the authorization definisiand cor-
responding bindings are valid only during the life time of"SK".

Figure[6(B) an@7h) show the steps involved in enforcingctbie
laboration among\ andB, whereA empowers the users froBiby
issuing an authorization commitment and similalgloes it forA’s

We employed the method of tracking CPU cycles consumed glurin
execution of a function of our interest. The experimentscareied

out on an AMD 750MHz machine, that complies to the 1A32 archi-
tecture (which provides cycle counter; a 64-bit, unsignechioer).
The IA32 counter is accessed with thet sc (read time stamp
counter) instruction. This instruction takes no argumeritsets
register%edx to the high-order 32 bits of the counter and register
Y%ax to the low-order 32 bits. Based on this methodology, a pair
of functions are integrated with our code that allows us tasnee
the total number of cycles that elapse between any two tirmggo

#i ncl ude "cl ock. h"

users A andB sign the chameleon hash values of each others’ name voi d start_counter(); /* Starts the counter */

definitions as an agreement for collaboration. We denotalo!
ration by e operator and place a subscript to it that holds context
of the collaboration. Collaboration amoAgandB is thus denoted
as: A e, B. ConcurrentlyA starts negotiating another collabora-
tion with C. The motivation isB comes forward with some IT job
(say, compiling a huge data set of its customers and theirdspg
habits) whichA should do but has no expertise in data-mining tech-
nology. ThereforeA wants to take help from data-mining experts
fromC. A andC negotiate their respective overlays for this collabo-
ration. For this collaboratiorG is participating only with its users,
whereA is offering its resources (which are actual{s resources

— the data set). This is possible because of the “Pre-enfag
setting done iMA. The pre-enforcement settings and enforcement
steps byA for C are listed in Figur§ 7(F). But, there is a caveat.
The context folA e, Cis Tp. The data-mining experts fro@can
work on the data set @& iff T, C T;. This provides a mean to ad-
dress the typical requirement of decomposing a task intetashs
and satisfying sub-tasks from different concurrent caltakions.

doubl e get_counter(); /* Returns: Number of cycles
since last call to
start_counter */

To verify the precision of this approach we marked the caue
fore and aftesl eep(sl eeptine); function call (where sleeptime
equals to one). We obtained 756,154,624.0 as return valkee (i
756.2 MHz). We run each function of our interest for 101 times
and discarded the first value of execution time in favor ofheac
warming process. Furthermore, results are gathered ihexah-1;

to minimize interference from other processes.

4.2 Comparative Analysis

Chameleon scheme based on simple factorization gives &%t le
time required for hash computation while the scheme basexdion
vanced factorization gives the least time required for aating

a hash collision. Generally, in a collaboration setup, eheill
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9(a) A andB proposing their collaboration specific overlays
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9(b) A andB form collaboration for tasKy, concurrentlyA negotiates another collaboration with

9(c) A andC form collaboration for tasHy, building a uni-directional bridge f&€'s users to reacA’s resources

Figure 6: Inter-domain collaboration scenario

CHk (.,.) Schemes| Simple Factorization Discrete Logarithm Advanced Factorization
Hash Finding Hash Finding Hash Finding
Computation| Collision | Computation| Collision | Computation| Collision

Time (in mg 14.375 46.503 140.881 0.887 56.139 0.720

Table 1: Flavors of chameleon hash functions and their compiational costs



Overlay from A:

< Ka;Maa, Raa, Xaa >, Where

Maga = Name := Ka CID411Users
Validity :=  not-before “2006-09-010:00:00"
not-after “2007-08-3123:59:59”
and,

< Ka,Map, Rap, Xab >, where

Map = Name := KaClID411
PERMS := PRMS(ROLE.Auditor)
Validity := TRUE (TASK.Ty)

Overlay from B:

< Kg,Mgp,Rp, Xgp >, where

Mgp := Name := Kg ClD244Jsers
Validity :=  not-before “2006-09-010:00:00"
not-after “2007-08-3123:59:59”
and,

< Kg,Mgg, Reg, X8q >, Where

Mpq := Name := KgClD244
PERMS := PRMS(ROLE.Manager) PrRMS.Update
Validity := TRUE (TASK.Ty)

9(a) Internals of overlays frotA andB

Enforcement by A for B:

Ka CID411 — Kp ClD244Jsers
and,

{Xep}sk

Enforcement by B for A:

Kg CID244 — Ka CID411Users
and,

{XAa}SKs

Overlay from A:

No name definitions,
Users are not participating.

< Ka,Mac, Rac, Xac >, where

Mac := Name := Ka CID499
PERMS := PRMS(ROLE.DBA) - PRMSUpdate
Validity := TRUE (TASK.Ty)

Overlay from C:

< Kc,Mca, Rca, Xca >, where

Name =
Validity :=

Kc CID11QJsers
not-before “2006-09-01D0:00:00”
not-after “2007-08-3123:59:59"

Mca =

No authorization definitions,
Resources are not participating.

9(b) Steps involved in enforcing collaboration betwéeandB, Overlays fromA andC

Pre-enforcement seting by A:

Ky, TeamDBA— Kpa CID499

Enforcement by A for C:

Ka CID499 — K¢ CID11QUsers
and,

{Xca}sk,

9(c) Pre-enforcement setting doneAvand steps involved in enforcing collaboration betwAeandC

Figure 7: Inter-domain collaboration scenario



be relatively small number of name and authorization dédfimst
(hash computations) than the number of corresponding commi
ments (hash collisions) for these definitions. But the pnasi-
fication process involves hash computations, in order tfywtre
authenticity of commitments used in proofs, and takes thezadlv
number of hash computations performed during the span (ol
oration above the number of hash collisions performed bialbot
rators together. An exception to this generalization happehile
the inter-domain interaction among collaborators isdithd their
intra-domain user assignments are frequent. Therefooselp
speaking, collaborations can be categorized in three typtse
two mentioned above and the third in which only one peer is ac-
tively participating. Again under this third category, teean be
sub-categories similar to the two former types mentionea/eb
This categorization of collaborations makes sense whit®simg
the chameleon hash scheme. Collaborations in which theceoll
tive hash computations by collaborators are much higher tieir
relative commitments, the scheme based on simple factionizis
suitable. On the other hand where the collective numberrofeib-
ments is very high than the collective number of chameleshés,
the scheme based on advanced factorization is suitabkeinitar-
esting to know that the choice of chameleon scheme for amitab
tion itself is a negotiation aspect among collaboratorg dedides
the overall computational cost in their individual domairibhis
is very useful if one of the administrative domain is compiota
ally constrained, for example an environment consistimgses (or
imagine futuristic personal area networks of electronidggss),
where computationally powerful collaborator agrees foclaese
in which its overall computational costs are higher thanpigr
domain.

We hope that the importance, and capability of chameleoerseb

will bring forward more efficient implementations to existe.
Our implementations are available [at [5].

4.3 Advantages of our mechanism

1. Our mechanism to define nhames, authorizations and binding

entities to them allows collaborating partners to arrahgé t
respective collaboration specific entities in a manageatie
understandable form. This abstraction of collaboratinty en

4. Having the requirement of just an asymmetric key pair, our
mechanism addresses heterogeneity of collaboratoranster
of their underlying access control models, type of PKils they
use, and also their computational capabilities.

5. Keeping aside the usefulness of our naming mechanism for
collaboration purpose, the mechanism is even useful irdstan
alone access control setups. For example, i) to design new
security ordering on top of the existing one, ii) to handle re
quirements that are contradictory/exceptional in undiegly
access control model — to define private roles, over-riding h
erarchy in RBACI[31L_44].

5. RELATED WORK

RBAC [35] (Role-based access control) was introduced in6199
as a solution to the shortcomings of MAO [6] (mandatory asces
control) and DAC (discretionary access contrdl)|[26] frameks.
RBAC [18] became a de facto standard in large organizatidgtis w
a large number of users and resources to be managed. RBAC pro-
vided a systematic way to organize users and resources.eft do
so by mapping users to organizational roles and permissioais
resources to the set of organizational roles [18]. Subgetyi¢he
trend of globalization and interdependence of large omgitns
necessitated introduction of a family of frameworksl[41,[%4] on

top of the RBAC framework.

The first of these three models — TMAC[41] (team based access
control) introduced the notion of “team” to refer to a groudgol-
laborating users acting in various roles and provided a \wagst

sign permissions to the “team”. TBAC142] (task based access

trol) was introduced to synchronize access permissionis @it
going tasks and workflow instances spanning across orgaiza
CBAC [14] (coalition based access control) was introduceckip-

ture the notion of “coalition” of organizations working foommon
task. There were also similarly motivated works[[4] 23] oesth
lines, independent of RBAC framework.

The access control decisions in the RBAC family framewoiks, (
TMAC, TBAC, CBAC) are based on set membership queries, as
discussed in Sectidd 1. That is, when these models try tceaddr

ties from rest of the underlying access control setup keeps collaborations in a distributed environment they need tp oa a

the modifications in pre-collaboration setup to the least po
sible — only new rules for visiting users from collaborating

mechanism that communicates internal state of collabayatd-
mains to all collaborators or a mediator if the collabonasiare

domain are need to be integrated in host domain’s resource mediator facilitated. This essentially turns the wholeiemment

ACLs. Upon completion of collaboration, the rules in ACLs
shall lapse and pre-collaboration functionality will be@u
matically restored.

into an on-line environment. These models facilitate dmifation
across domains that have RBAC as their underlying accessoton
model.

2. The fact that the commitment-hash-message and comntitmenInteroperability of access control frameworks becomesdriance

message are text strings, allows us a free hand at their in-

ternal composition as per requirements. One can alsoeutiliz
this fact to incorporate the XACML/SAML structure to com-
pose these messages. The resulting definitions/assengens

when domains with heterogeneous access control framewesdd
to collaborate. Bonatti, Sapino and Subrahmariiah [10]tpant
that even with frameworks of same type the collaborators noty
use the same security orderings. Furthermore, collaberat-

ing such enriched pre-image messages are very useful in re-vironments also need a mechanism to authenticate and &ethor

alizing complex policies.

3. Apart from standard signatures, sanitizable signat{Bps
and undeniable signatures with full convertibility arecals

requests originating from collaborating domain. SAML/XC
[34,[117] (Security Assertion Markup Language/eXtensiblxdss
Control Markup Language) is a methodology to perform and con
vey inter-domain authentication and authorization. Thming

readily available, courtesy chameleon hash functions. The scheme is canonical and the setup is on-line in nature. Atso,

use of chameleon signatures, which is an efficient type of

ascertain the properties like authenticity of assertiomstheir non-

non-interactive undeniable signatures, as an agreement fo repudiation needs integration of a PKI. In_[30] other shame

collaboration gives a unique privacy property to collabora
tions formed using our mechanism.

ings of XACML are discussed. X-RBAC [22] gives a XML-based
specification language for multi-domain environments’igel



specification needs. X-GTRBACI[7] is a XML-based administra
tion model for multi-domain environment that aims at ernadpkad-
ministration of RBAC policies in the presence of constraiwith
support for conflict resolution.

The reliance on a PKl is compelling in a collaborative ervinznt
formed of independent autonomous administrative domainsge
the inter-domain communications also require non-repiatia
Acknowledging this real need for realizing multi-domainlab-
orations, several innovative approachies |29, [11,[43/3b[121

9, [28] have been proposed. These proposals are based on X.509

type of PKI. X.509 is a centralized PKI and intended for idfent

cation [16]. Therefore schemes based on X.509 type of PKI use

digital certificates and its extensions to securely autbat& users
in distributed environment and then take authorizationgiewas.
SPKI/SDSI[I3] was proposed to address the shortcomingadif t
tional X.509 type of PKI. SPKI/SDSI uses two different cictites
—name and authorization certificates. Authorization fiesties are
introduced to communicate authorizations in distributediren-
ment securely. However, X.509 is the most widely deployed an
used PKIl in real world.

SPKI/SDSl is a very flexible and expressive framework foriech
ing authentication and authorization in a distributed envinent.
An overlay mechanism similar to ours proposed in this paper c
also be achieved using SPKI/SDSI except the feature of @yrit@
collaborators. SPKI/SDSI also hasag() field in its authorization
certificates (equivalent to the freedom of composing chaorel

hash-message and commitment-message under our mechanism)[s]

where developers can introduce constructs as per theiireequ
ments.

6. CONCLUSION

We have introduced a name and an authorization definitioerseh

based on chameleon hash functions. We have shown how to in-

terlink names and utilize this facility to form overlays foollab-
oration. With a comprehensive scenario we have explained ho
collaborators build bridges to accommodate each otheessueand
resources. We have also seen how the context of a collaborati
is captured and its relation to other concurrent collalionat of
collaborators. The use of chameleon signatures as a codiido
agreement provides privacy to the collaborators. Ovenpagside

an ease of understanding and manageability to adminisdraio
charge of setups. Overlays also reorganize heterogenetiab-c
orating setups into new security orderings that are acbkpta
collaborators. We also have made a case through our imptamen
tion results for computational heterogeneity among collators,
whereby choosing an appropriate scheme the computatioad! |
can be shifted to a peer collaborator.

The facility of name interlinking and reliance of collabtoes on
each others name bindings, like SPKI/SDSI, leads toward=xa fl
ible and expressive trust management system with additimra
efits of privacy. Usefulness of our mechanism for realidimgpm-
plete contractds worth investigating. Incomplete contracts is a
practical way of signing contracts (most of real world cants fall
under this category) where all the minor details of obligasi are
not enlisted or cannot be explicitly specified. The propeftiiav-
ing a fixed hash value (say, of a contract document) and théim§jn
collisions for this hash value while keeping the signaturerdhe
fixed hash value intact, is complementary for realizing mptete
contracts.
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APPENDIX

A. DELEGATION

Consider Figur§ 6{), where collaboration between donfaémd
domainB, i.e., A e1, Bis denoted bya. 4 is a new virtual do-
main which can forge new collaborations further. To do sthegi
A or B has to control this virtual domain in order to construct an
overlay for further collaborations arising out af Let us assume
A is controlling this new virtual domain and made responsible
handle further collaborations cf. To make this happerB need
to delegate rights over its shared resourcesAforr, B to A. We
introduce a delegation construct “Also-honor” for this pose, see
Figurel®. This a way to inform resources®fo accept proofs that
contains authorization commitments issuedy

Mgy = Name := KgCIiD244
PERMS := PRMS(ROLE.Manager) PRMS.Update
Validity := TRUE (TASK.Ty)
Also-honor = Kp

Figure 8: Delegating authorization

One can also think of an additional construct to specify thtus
of further delegation by subjects.

Security violations arising out of this delegation fagilitre not ad-
dressed within the mechanism. However, the mechanism peapo
in [40] can be used to check the violations in respectiveabaltat-
ing domains.
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