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ABSTRACT

Pocket Switched Networks (PSN) whose main feature is the
social-guided movement of users/devices, have attracted the
attention of many researchers in the last years, mostly for
the common belief to be a key technology in providing in-
novative services without the need of a fixed network in-
frastructure. However, the opportunistic and intermittent
nature of the contacts among users make it very difficult to
design secure and trustworthy services for these networks. In
particular, anonymous communication remains among the
most difficult services to achieve.

In this paper we present FAN (Friendship based ANony-
mity), a primitive that exploits strong friendship relation-
ships among users to provide source anonymity and sender-
receiver unlinkability in Pocket Switched Networks. The
primitive is independent of the forwarding mechanism un-
derneath, and therefore, can be coupled with any routing
protocol. As shown from our large experimental results with
different real data traces, FAN outperforms the TPS scheme,
its only rival that provides the same anonymity properties
for Pocket Switched Networks, in terms of delay, cost, and
network throughput.

Categories and Subject Descriptors

C.2.1 [Computer-Communications Networks]: Network

Architecture and Design— Distributed networks, Network com-

munications, Wireless Communication; C.2.2 [Computer-
Communications Networks]: Network Protocols—Rout-
ing Protocols

Keywords

DTNs, pocket switched networks, anonymous routing.

1. INTRODUCTION

The intermittent connectivity in Pocket Switched Net-
works (PSN) [10] turns even end-to-end communication be-
tween devices into a challenging task to achieve. Messages
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are routed in store-and-forward fashion, by trying to push
them towards relays that are more likely to provide eventual
delivery. Though flooding is a possibility [24], many research
work in the area is dedicated to designing forwarding proto-
cols that assure acceptable network throughput by trying to
overload as little as possible the network with message repli-
cas [23, 6, 11, 9, 14, 17]. Most of the aforementioned pro-
tocols rely on the possibility to exploit information such as
who met who, how often did such meeting happen, and what
are the odds of it to happen again in the future. And often,
making use of this kind of information is the only possible
solution to keep a reasonable network throughput, by still
keeping message replicas number low. However, this mech-
anisms clearly make communication paths between nodes
easily traceable.

In this work we focus on obtaining efficient and anony-
mous communication among peers in Pocket Switched Net-
works. We first introduce a new type of attack—the malicious
community attack—where nodes of a single (possibly big) so-
cial community aim at compromising anonymity of other
network nodes. We show how the state-of-the-art anonymity
scheme for PSNs fails in providing source anonymity and
source destination unlinkability under such attack. Then
we present FAN (Friendship based ANonymity), a primitive
that is resistant to the malicious community attack, that
provides route anonymity and source-destination unlinkabil-
ity in PSNs, by still being way more efficient than its rival
TPS [12]. The primitive is independent of the forwarding
mechanism underneath, and therefore, can be coupled with
any routing protocol. We evaluate our scheme by extensive
experiments with three different real data-traces.

The rest of this paper is organized as follows: Section 2
reports on the related work in the area. Sections 3 and 4
respectively define our system model and show how TPS
fails providing the claimed anonymity properties under the
malicious community attack. In Section 5 we present our
anonymity scheme, FAN, whereas in Section 6 we show the
results of its experimental evaluation. Finally, we conclude
the paper with Section 7.

2. RELATED WORK

Anonymous routing schemes are not new in the area of
wireless ad-hoc networks [2, 20, 22, 25]. Most of these
schemes are based on the concept of mixing [5], where mes-
sages are sent along a chain of proxy nodes—called mixes—
that accumulate and forward source-encrypted messages in
batches. Tor [7],perhaps the most popular deployed mix net-
work, achieves mixing by layer-encrypting a message at the



source and decrypting once at each hop of a source-selected
chain of proxy relays (called also Tor nodes). The last Tor
node of such chain sends the unencrypted message to the
destination specified by the client.

These approaches either rely on source-routing, or assume
a reliable network where full connectivity among pears is
available, which makes them unaplicable in delay tolerant
networks of intermittent connectivity such as the PSNs. To
the best of our knowledge [16] and [12] are the only ap-
proaches that cope with the intermittent nature of PSNs.
In [16] the authors present ALAR, an anti-localization rout-
ing protocol aiming at not revealing the data-source while
maximizing the destination’s probability to receive the mes-
sage. However, it does not protect the identity of the des-
tination of the message. From the other side, TPS [12],
combine threshold-based cryptography along with randomly
selected pivot nodes in order to provide resistance to traffic
analysis, source anonymity, and sender-receiver unlinkability
in the network. Nevertheless, as we will show in the next ses-
sion, TPS fails providing the claimed properties under a very
natural type of attack in social mobile networks—the attack
of malicious communities—where nodes of a single (possibly
big) social community aim at compromising anonymity of
other network nodes.

3. SYSTEM MODEL

Our network setting is made of last generation smart-
phones, able to communicate by using short-range communi-
cation technology, like blue-tooth and /or Wi-Fi, aside classic
GSM. When two people meet, their personal devices estab-
lish a link by using one of the above mentioned short-range
technologies. In the network we consider, nodes are devices
carried by people, and links appear and disappear as people
move and meet. Smart-phones are not-so-small devices that
can easily handle video/audio streaming, 3D games, web
surfing and SSL sessions, and other applications. Therefore,
we can safely assume that nodes are able to perform pub-
lic key cryptography that is used to sign messages and to
establish secure communication sessions among peers. The
nodes are equipped with public/private key pairs, and the
former is signed by a trusted authority CA.

Lastly, we assume that nodes are also equipped with an-
other public/private key pair, that of the social community
they belong to. These keys are also given to the nodes from
the CA, when this latter is “securely convinced” that a node,
say node A, really belongs to community C. A mechanism
to achieve secure authentication of a user as a member of
a social community is described in [1]. Furthermore we as-
sume that nodes of the same community are “real friends”,
and do not betray other community members.

3.1 The Malicious Community Attack

In real systems, the anonymity of an individual (user)
is relative to other individuals (users) in the same system:
The degree of anonymity depends on the set of system users
and on the probability of de-anonymizing a certain user.
A communicating system is said to have sender anonymity
(receiver anonymity) if the source of any message cannot
be distinguished from other senders (receivers) in the sys-
tem. However, mostly of the deployed systems often achieve
anonymity by making it impossible to link sender-receiver
pairs as communication partners. This property is also known
as unlinkability.
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Figure 1: The TPS protocol.

The adversary attacking our network is somewhat stronger
than the one considered in [12]. Our adversary can control a
large number of colluding network nodes, the only restriction
being for these nodes to belong to the same community—the
malicious community. These nodes, other than with oppor-
tunistic contacts, are also able to communicate with other
and faster communication channels (e.g. GSM or 3G). Such
a scenario is more than real: One can imagine the malicious
community to be a mafia organization in a city. The goal of
the malicious community is to de-anonymize sender /receiver
couples of network individuals. The goal of our scheme is
to achieve sender/receiver anonymity and source-server un-
linkability under such attack.

4. TPS VS THE MALICIOUS COMMUNITY
ATTACK

The main idea behind the TPS [12] scheme is as follows:
The n network nodes are divided into k random groups of the
same size n/k. Each node is equipped with a private/public
key pair, as well as the private/public key pair of the group
it belongs to. When a node A wants to send a message to
another node B, first a pivot node P is selected by sampling
uniformly at random over the network nodes. Then both
the message and B’s identity are encrypted with P’s public
key. Afterwards, A generates a one-time threshold secret
(7, k) using Shamir’s scheme [21]:

s = (S1,..,5k),

where k is the group’s number, and 7 is the minimum num-
ber of S.s necessary to recreate s. Then A encrypts P's
identity with s, encrypts each of the S;s with the respec-
tive’s group public key PK;, and concatenates everything
into a unique final bundle 5. Such bundle then starts trav-
eling within the network, passing from node to node. Each
time it enters in a non previously encountered group i the
respective share S; is decrypted with that group’s private
key (held by any node of that group). As soon as 7 shares
are decrypted, the secret s is revealed, and so is the iden-
tity of the pivot node P. At that point the remaining of the
bundle is forwarded towards P, which, in turn, decrypts B's
identity and then forwards the rest towards the destination
B (see Figure 1).

The scheme works as charm when all the attacker can do
is compromise one node of the network. But what happens
when we consider a malicious community of colluding nodes?
First, note that, if the cardinality of such community is m,
than: (1) Since the pivot node P is randomly selected over
the network, the chances for it to belong to the malicious
community are m/n; (2) since the groups are created at
random, then, in average, m/nk nodes of each group are
malicious. Now, if the first relay of the bundle created by
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Figure 5: FAN protocol. Here the packet is for-
warded towards the fake destination communities
C2 and C3 and towards the real destination commu-
nity C5.

A goes to a malicious node R,,, after decrypting its own
group’s share, Ry, sends it directly (through e.g. GSM) to
another malicious member of its community belonging to a
group different from its. The process goes on till the secret
s is revealed, and so is the pivot’s identity P. At that point,
if also the pivot P happens to be a member of the malicious
community, then also the destination’s identity B is revealed
the communication between A and B is de-anonymized.

The power of the malicious community attack in a system
where the TPS scheme is deployed clearly depends on the
size of the community itself, as well as on the meeting pat-
terns among nodes. We study it by investigating the rate of
the de-anonymized messages this attack on three real data-
traces: Dartmouth [13], Reality [8] and Infocom06 [19]. For
this, we create 1000 messages with a uniform traffic pat-
tern among the legitimate nodes, and forward them into
the network. Each time the malicious attack succeeds (both
the first relay of the message is a malicious node and the
pivot is a malicious node) we consider the message as de-
anonymized. For the forwarding, we use 3 different proto-
cols: (1) The one-copy routing used in [12] where the first
node encountered is selected as relay; (2) Bubble forward-
ing protocol [11] where groups are considered as communi-
ties, and the forwarding policy is to send the message out-
side the current relay’s group; (3) Delegation Forwarding [9]
where as forwarding quality we adopt (a) the rate of differ-
ent groups one node has meet till the pivot is reached, and
(b) Destination last contact afterwards. As group number
we use divisors of the total number of nodes in each scenario.
For each forwarding protocol we repeat the experiment 10
times, and then average the results. The final experimental
outcome is presented in Figures 2, 3, and 4. As you can
notice, in all scenarios the rate of de-anonymized messages
grows with the growing of the malicious community’s cardi-
nality. However, malicious communities as small as 15% of
the network already de-anonymize 1 message over 10. The
de-anonymizing rate goes up to 1 message over 5 (more than
20%) with malicious communities of 30% of network nodes
when Delegation is used as routing protocol (see Figure 4).
This means that in a system where TPS is deployed, 1 ev-
ery b messages’ source-destination are de-anonymized, which
is unacceptable for an anonymity scheme. Thus, the TPS
scheme clearly fails to provide anonymity in PSN networks
of malicious communities.

S. THE FAN ANONYMITY SCHEME

Now we present our anonymity scheme FAN (Friendship
based ANonymity), which leverages source and destination

anonymity even under the malicious community attack. The
idea under such scheme is as follows: The source node A that
wants to send a message m to a destination B, first encrypts
it with B’s public key by creating (m)px,. Then A selects
t communities uniformly at random, and generates ¢t + 1
different packets by encrypting (m)px, with the public key
of each of the ¢ previously selected communities, and that
to which B belongs. Than, the packets are routed in the
network towards the “destination community” (see Figure 5).

Whenever one of the packets reaches its real destination
community, the outer encryption layer is taken away, and
the inner packet is forwarded inside of the community with
the hope to get to the destination node. Other nodes (mem-
bers of the community) do not understand who the packet
is for, since B’s ID is encrypted within the inner layer of
the packet, with B’s public key. However, by forwarding
it inside the community, eventually it gets to B. Since the
inner packet is encrypted with the destination’s public key
PKpg, B is the only node able to decrypt it.

The other packets sent towards fake communities eventu-
ally reach them. The outer encryption layer is taken away
and the packet begins to being forwarded inside the commu-
nity hoping to get it to destination, till it expires.

In our scheme communities are made of nodes that are
socially-related to each other. To get the own’s community
credentials a node has to prove that it belongs to that com-
munity. This can easily be done by using a scheme like in [1].
In such a scenario the malicious nodes will fall within the
same community.

It is straightforward to see how our scheme provides source
and destination anonymity in the case in which the malicious
community does not overlap with other communities. Now,
let us suppose that the malicious community overlaps with
the source community. Since the source node’s ID is only
included in the inner packet, encrypted with B’s public key,
and since the different packets created by A are encrypted
with public keys of ¢ — 1 communities, even if a malicious
node happens to be a good relay to all of these communi-
ties, it cannot tell whether A is just a relay or the source
node. From the other side, if the malicious community over-
laps with the destination community (say community C) the
overlapping member is likely to either get the packet and
take away the outer encryption layer, or, to get the inner
packet after another member of C' has decrypted the outer
layer. In both cases, since the packet is encrypted with B's
public key, and the routing inside the destination commu-
nity is plain epidemic, the malicious relay node is not able to
tell who’s the destination of the packet. Moreover, since A
sends t + 1 packets, there are t + 1 destination communities.
Thus, the malicious node is not even able to tell whether the
destination is within community C' or not.

Clearly the security of the FAN scheme depends on the
tunning parameter ¢ of fake destination communities. The
bigger such parameter the better the security, but, at the
same time, the higher the overhead induced in the network,
and vice versa. However, our experimental results of the
next session will show that, even choosing t such that ¢ 4+ 1
is the overall number of network communities, our scheme
is much better performing than the TPS scheme.

6. EXPERIMENTAL RESULTS

Here we study the performance of the FAN anonymity
routing scheme, compared to that of the TPS scheme. We
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Figure 2: Rate of de-anonymized messages routed with one-copy routing.
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Figure 3: Rate of de-anonymized messages routed with Bubble.

detect social communities in each of the scenarios using the
k-clique protocol [18, 11]. The number of different commu-
nities detected in each scenario are respectively: 58 of 20
members in average for Dartmouth, 4 of 17 members in av-
erage for Reality, and 4 of approx. 9 members in average for
Infocom06. As in the results of Section 4 we generate 1000
messages through uniform traffic pattern and route them in
the network with the FAN scheme combined with one-copy
routing, Bubble and Delegation Forwarding.

First we investigate the performance of our scheme for dif-
ferent values of the parameter ¢t (the number of fake desti-
nation communities) in terms of success rate. As expected,
such parameter does not impact the success delivery rate
nor the average delivery delay. Though, as we already dis-
cussed, it does impact the overhead induced in the network.
However, we decide to set such parameter to the maximum
value possible, and see, in comparison to the TPS scheme,
what is the overload induced in the network. From the other
side, for the TPS scheme we chose to set the parameter k
(the group number) in such a way that the success delivery
for every trace is maximized: 191 groups for Dartmouth, 4
groups for Reality, and 13 groups for Infocom06.

We assume that each message body is 140 bytes long (e.g.
Tweets or SMS messages), whereas, an ID field is 32 bytes
long. The metric we use for storage is Mega byte minute
(Mb minute). This metric is intuitive, it is clearly cheaper
to store one SMS for a second versus storing the same SMS
for a minute. In case of high traffic, the difference can be
huge—if a node relays one SMS a second, it stores an average
of 60 messages per minute in the first case and 3600 messages
per minute in the second case.

We assume that elliptic curve cryptography [15] is used
for encryption, which is considered to be the most efficient
encryption scheme. FAN packets contain the encryption of

the message body (752b), the destination’s IDb (192b) and
the destination community’s ID (192b). Thus, a FAN packet
becomes 11360 long.

In the TPS case, a packet does not only contain the en-
cryption of the message body (752b), and the destination
ID (192b), but it also contains the encryption of the pivot
node ID (192b) and the encryption of each of the k se-
cret shares. According to [3, 4] each share’s length should
be as big as that of the secret (which is an RSA key of
length 1024 bytes). Thus, the size of a TPS packet becomes
752b 4 192b 4 192b + 1024 X k where k is the number of the
groups in the network, which is, respectively for each of the
scenarios, 196 kbytes (Dartmouth), 5k (Reality), and 14k
(Infocom06).

Figure 6 depicts the memory occupation per delivered
message induced by each scheme. As you can notice FAN
always outperforms its TPS alter ego in terms of storage ef-
ficiency. Even though it induces more copy in the network,
due to the fake destination communities, it still keeps the
overhead low. Similarly, in Figure 7 we show the average
delay per delivered message of both schemes. As you can
notice, FAN, combined with any of the forwarding proto-
cols, quickly pushes the message towards the destination.

Finally, Figure 8 shows the success delivery of both schemes
when combined with each of the three forwarding protocols.
Again, FAN outperforms its rival TPS in all three scenar-
ios. In particular, in the Dartmouth and Infocom0O6 scenar-
ios case (see Figures 8(a) and 8(a)), the out-performance of
FAN is prominent!

7. CONCLUSIONS

In this paper, we introduce the attack of the malicious
community, a vicious attack to anonymity schemes in pocket
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Figure 6: Memory occupation by the two schemes.

routing, FAN-Bubble and FAN-Delegation.

switched networks. We show by experimental means how,
the state of the art anonymity scheme for DTNs, the TPS
scheme, fails providing the claimed properties under this at-
tack. Then, we propose FAN, the Friendship-based ANony-
mity scheme. FAN, not only provides sender and receiver
anonymity in PSN’s also in presence of malicious communi-
ties, but in addition, it outperforms its rival TPS when such
attack is not deployed in terms of success, delivery delay,
and storage.
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