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Iden3fica3on	
  scheme	
  	
  
is	
  passively	
  secure.	
  
	
  
	
  
	
  
	
  
The	
  resul3ng	
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scheme	
  is	
  unforgeable	
  
in	
  ROM.	
  	
  
[PS00,OO98,AABC02	
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]	
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  Transforma*on	
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com	
  

ch	
  

resp	
  

Prover	
  P	
   Verifier	
  V	
  

sk,pk	
  ç KGen()	
   pk	
  

com	
  ç	
  P(pk,sk;ϖ)	
  

0/1	
  ç	
  V(pk,com,ch,resp)	
  

ch	
  çR	
  CH	
  

resp	
  ç	
  P(pk,sk,com,ch)	
  

ch	
  ç	
  

com,ch,resp	
  

H(com)	
  H(com,m)	
  

Security:	
  	
  
If	
  H	
  is	
  modeled	
  by	
  a	
  random	
  oracle	
  and	
  the	
  iden3fica3on	
  scheme	
  is	
  passively	
  
secure,	
  the	
  resul3ng	
  signature	
  scheme	
  is	
  unforgeable.	
  



Fischlin‘s	
  Transforma*on	
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Prover	
  P	
  

sk,pk	
  ç KGen()	
  

pk	
  

com	
  ç	
  P(pk,sk;ϖ)	
  

0/1	
  ç	
  V(pk,...)	
  

ch	
  çR	
  CH	
  

resp	
  ç	
  P(sk,..)	
  

Security:	
  	
  
If	
  H	
  is	
  modeled	
  by	
  a	
  random	
  oracle	
  and	
  the	
  iden3fica3on	
  scheme	
  is	
  passively	
  
secure,	
  the	
  resul3ng	
  signature	
  scheme	
  is	
  unforgeable	
  

com	
  

ch	
  

resp	
  

Prover	
  P	
   Verifier	
  V	
  

sk,pk	
  

1.  For	
  all	
   	
  	
  	
  	
  	
  	
  	
  :	
  comi	
  ç	
  P(pk,sk;ϖ)	
  
2.  For	
  all	
   	
  	
  	
  	
  	
  	
  and	
  all	
  	
  

a.  Compute	
  respi	
  ç	
  P(pk,sk,comi,chi)	
  
b.  Let	
  chi*:=chi	
  which	
  sa3sfies	
  H(m,pk,com1,..comr,i,chi,respi)=0b	
  

(If	
  there	
  	
  is	
  no,	
  take	
  the	
  minimum	
  one)	
  

3.  Output	
  σ	
  =	
  (comi,chi*,respi)i=1,...,r	
  

but	
  the	
  reduc3on	
  is	
  3ght	
  !!	
  
Depending	
  on	
  parameters	
  r	
  and	
  b,	
  the	
  extractor	
  in	
  the	
  security	
  proof	
  may	
  fail	
  
	
   εext ≈ qh2

(log(e⋅r/(r−1))−b)r

i ∈ 1,…, r{ }
i ∈ 1,…, r{ } chi ∈ 1,…, 2µ −1{ }



The	
  Comparison	
  

Fiat-­‐Shamir	
  	
  

	
  
•  easy	
  to	
  implement	
  

•  proven	
  secure	
  (in	
  ROM)	
  

•  leakage-­‐resilient	
  

	
  

•  proof	
  is	
  non-­‐3ght	
  

•  leakage	
  is	
  non-­‐3ght	
  

•  Not	
  (always)	
  quantum	
  resistant	
  

	
  

	
  	
  	
  	
  	
  	
  Fischlin	
  

	
  
•  proven	
  secure	
  (in	
  ROM)	
  

•  3ght	
  security	
  reduc3on	
  

	
  

	
  

•  Complicated	
  
(many	
  hash	
  func3on	
  evalua3ons)	
  

•  Nothing	
  known	
  about	
  	
  
•  its	
  leakage	
  resilience	
  

•  its	
  quantum	
  resistance	
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We	
  ask	
  ourselves	
  ...	
  
	
  
1.  Is	
  Fischlin‘s	
  transform	
  leakage-­‐resilient?	
  	
  

	
  
2.  Is	
  Fischlin‘s	
  transform	
  quantum-­‐resistant?	
  

	
  
3.  Does	
  3ghtness	
  compensate	
  massive	
  hash	
  	
  

func3on	
  evalua3ons?	
  
	
  



Leakage	
  
Oracle	
  

The	
  Model	
  of	
  Leakage	
  Resilience	
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Adversary	
  
A	
  

signature	
  
requests	
   scheme	
  

S	
  

public	
  key	
  

forgery	
  

Hardness	
  	
  
Assump3on	
  

P	
  

reduc3on	
  R	
  

Random	
  
Oracle	
  

hash	
  
queries	
  

fi:	
  {0,1}*	
  è	
  {0,1}λi	
  

Definiton:	
  S	
  is	
  secure	
  against	
  chosen	
  message	
  apacks	
  and	
  λ-­‐leakage	
  apacks	
  if	
  A	
  
outputs	
  a	
  forgery	
  with	
  negligble	
  probability	
  only	
  with	
  λ=	
  λ1	
  +	
  ...	
  +	
  λk	
  .	
  

fi(sk,ϖ)	
  



Results	
  on	
  Leakage	
  Resilience	
  

•  Let	
  Σ	
  be	
  an	
  iden3fica3on	
  scheme	
  for	
  which	
  there	
  exists	
  
exponen3ally	
  many	
  secret	
  keys	
  to	
  a	
  given	
  pk.	
  
Bsp:	
  sk=x1,	
  ...,	
  xn	
  and	
  pk=	
  g1x1	
  �	
  ...	
  �	
  gnxn	
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Theorem	
  [ADW09,KV09]:	
  
The	
  signature	
  scheme	
  derived	
  by	
  Fiat-­‐Shamir	
  applied	
  on	
  Σ	
  is	
  secure	
  against	
  
chosen	
  message	
  apacks	
  and	
  λ-­‐leackage	
  apacks	
  with	
  λ	
  ≈	
  (½	
  -­‐	
  1/n)|sk|.	
  

Theorem	
  [this	
  work]:	
  
The	
  signature	
  scheme	
  derived	
  by	
  Fischlin	
  applied	
  on	
  Σ	
  is	
  secure	
  against	
  chosen	
  
message	
  apacks	
  and	
  λ-­‐leackage	
  apacks	
  with	
  λ	
  ≈	
  (1	
  -­‐	
  1/n)|sk|.	
  



Example	
  Instan*a*on	
  

Cool!	
  But	
  which	
  one	
  is	
  more	
  efficient?	
  

Example:	
  Generalized	
  Okamoto	
  Scheme	
  [Oka92]	
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com	
  

ch	
  

resp	
  

Prover	
  P	
   Verifier	
  V	
  

KGen(κ):	
  pk=(g1,g2,...,gn,h)	
  and	
  sk=(x1,x2,...,xn)	
  such	
  that	
  	
  	
  h = gi
xi

i=1

n
∏

a1,...,an ← Zp

com = gi
ai

i=1

n
∏

resp =
ch ⋅ x1 + a1
!

ch ⋅ xn + an

"

#

$
$
$$

%

&

'
'
''

ch← Zp
*

Output	
  1	
  if	
  	
   gi
respi

i=1

n
∏ = hch ⋅com



Selec*ng	
  Parameters	
  

We	
  work	
  in	
  Zp*	
  where	
  p=2p‘+1	
  (safe	
  prime)	
  

Best	
  apack:	
  Number	
  Field	
  Sieve	
  with	
  complexity	
  

Reduc*on	
  Tightness:	
  

FS:	
  If	
  A	
  breaks	
  S	
  in	
  3me	
  t‘	
  with	
  probability	
  ε‘,	
  	
  
	
  	
  	
  	
  	
  	
  then	
  R	
  solves	
  DL	
  in	
  3me	
  t≈t‘	
  with	
  probability	
  (ε‘)2/qh	
  

	
  =>	
  DL	
  broken	
  in	
  3me	
  t	
  =	
  t‘	
  qh/(ε‘)2	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

	
  

Fischlin:	
  If	
  A	
  breaks	
  S	
  in	
  3me	
  t‘	
  with	
  probability	
  ε‘,	
  	
  
	
  	
  	
  	
  	
  	
  then	
  R	
  solves	
  DL	
  in	
  3me	
  t≈t‘	
  with	
  probability	
  ε‘-­‐εext-­‐2-­‐κ	
  

	
  =>	
  DL	
  broken	
  in	
  3me	
  t	
  =	
  t‘/ε‘	
   	
   	
  if	
  	
  εext<ε‘ 	
  	
  

13.03.2014       Özgür Dagdelen 9 

e 64/93 (ln p)1/3 (lnln p)2/3

	
  εext ≈ qh2
(log(e⋅r/(r−1))−b)r



Selec*ng	
  Parameters	
  ...	
  cont.	
  

Size	
  of	
  modulus	
  p	
   80-­‐bit	
  security	
   128-­‐bit	
  security	
  

Fiat-­‐Shamir	
   5400	
  bits	
   15000	
  bits	
  

Fischlin	
   1130	
  bits	
   3048	
  bits	
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Signature	
  Genera*on	
  Performance	
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Signature	
  sizes	
  collide	
  at	
  b=12	
  (80)	
  and	
  b=19	
  (128).	
  



Verifica*on	
  Performance	
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Signature	
  sizes	
  collide	
  at	
  b=12	
  (80)	
  and	
  b=19	
  (128).	
  
FS	
  needs	
  30.89	
  seconds	
  for	
  verifica3on	
  for	
  128	
  security	
  bits.	
  



Performance	
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80-bit security 128-bit security
FS Fischlin Fischlin Fischlin FS Fischlin Fischlin Fischlin

r = 7 r = 14 r = 6 r = 7 r = 19 r = 11
b = 12 b = 6 b = 14 b = 19 b = 7 b = 12

Signing time (in sec) 0.463 1.037 0.103 3.531 5.3 290.262 1.889 4.715
Verification (in sec) 1.16 0.060 0.117 0.062 30.89 0.993 2.552 1.451

Signature size (in kB) 1.98 1.94 3.87 1.67 5.49 5.22 14.15 8.2
Public-key size (in kB) 1.98 0.41 0.41 0.41 5.49 1.12 1.12 1.12

Secret-key size (in kB) 1.32 0.28 0.28 0.28 3.66 0.37 0.37 0.37

Table 1. Comparison between Fiat-Shamir (FS) and Fischlin for the Generalized
Okamoto signature scheme. The table shows performance and sizes for ` = 2.

Recall that, in order to resist special discrete logarithm solvers, we have to
instantiate the groups in Z⇤

p where p is a safe prime, i.e., p = 2q + 1 with p, q
prime. Finding safe primes is an expensive task. Especially, signatures derived
via Fiat-Shamir require to sample a safe prime p of size 15000 which may take
several days or weeks.7 Even finding a safe prime of 5400 bits (for 80-bit security)
took us roughly 12 hours using the safe prime generator of OpenSSL.

As a consequence Fischlin’s transformation is preferable when it comes to
key generation in both performance and size. Both public and secret-key size of
Fischlin’s scheme are roughly 80% shorter than the ones in Fiat-Shamir.

4.3 On Signature Generation

For what concerns the signing time, we paid attention to perform the comparison
between the two schemes as fair as possible. In particular group operations were
implemented in the same way, and the experiments were run on the same machine
using the same crypto libraries. As recommended by Fischlin [19], we enhanced
the computation of the hash function in Fischlin’s scheme by pre-computing
and saving part of the hash values H(m,x, com, ·, ·, ·) (since this part is fixed
throughout all loops).8 We also note that a clever implementation of Fischlin’s
scheme, requires just additions in the group G when searching for an appropriate
challenge (see step 2. in Fig. 1). Here, one can re-use the previously computed
response resp instead of computing it from scratch each time in the loop.

Fischlin’s transformation o↵ers a trade-o↵ between performance and signa-
ture size. In Fig. 2 we illustrate the running time of the signature algorithm
for di↵erent choices of the parameters r and b, and compare it with the case of
signatures obtained via Fiat-Shamir. We observe that for similar signature sizes
and 80-bit security, generating Fiat-Shamir signatures is twice as fast as gen-
erating signatures via Fischlin. For 128-bit security, the situation is even worse

7 For this reason we took a slightly larger safe prime p of size 16384. More precisely
we took the publicly available prime p = 216384 � 364486013 [5].

8 We note that doing so, we distance our implementation from the random-oracle
proof.
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•  Fischlin	
  has	
  80%	
  shorter	
  keys	
  
	
  	
  

•  Fischlin	
  is	
  up	
  to	
  30	
  3mes	
  faster	
  in	
  verifica3on	
  
	
  	
  

•  Fischlin	
  takes	
  more	
  3me	
  to	
  sign,	
  	
  
but	
  if	
  flexible	
  in	
  size,	
  Fischlin	
  is	
  up	
  to	
  4.5	
  3mes	
  faster	
  in	
  signing.	
  

	
  



Performance	
  on	
  Poten*al	
  Leakage	
  

13.03.2014       Özgür Dagdelen 14 

Signature 80-bit security
running time �  1/4 �  3/8 �  7/16 �  3/4

(in sec) ` = 2 ` = 4 ` = 8 —
`0 = 2 `0 = 2 `0 = 2 `0 = 4

|�| ⇡ 1.98 |�| ⇡ 3.3 |�| ⇡ 5.93 |�| ⇡ 5.52

Fiat-Shamir (with `) 0.463 0.951 1.858 —
Fischlin (with `0) 1.037 0.114 0.103⇤ 0.287

Table 2. Comparison of Fischlin’s transformation and the Fiat-Shamir transform for
the Generalized Okamoto signature scheme, with di↵erent leakage parameter �. Fischlin
is instantiated with r and b such that the resulting signature size is comparable in both
schemes. For the timing (*) we selected the fastest parameters r, b where the resulting
signature size is even smaller.

5 Discussion

We have shown that Fischlin’s transformation is a viable approach to get fully
leakage-resilient signatures with a tight reduction to the underlying hard prob-
lem, and asymptotically optimal relative leakage (in the random oracle model).
This is in contrast to the situation for signatures obtained via Fiat-Shamir (hav-
ing a non-tight reduction and non-optimal relative leakage). When one takes into
account this gap (as demonstrated by our implementation), it becomes evident
that, in many important scenarios, Fischlin’s transformation might be prefer-
able (or at least comparable) to the Fiat-Shamir transformation in terms of
verification time, signing time and key generation.

We conclude with a number of remarks on our results.

– Our model of leakage resilience assumes that the overall amount of leakage
is bounded by some a-priori fixed parameter. Using the techniques of [3,1],
our results extend to continuous leakage resilience in the so-called “Floppy
model” (see also [10]), where one assumes the existence of a (leakage free)
floppy that can be used to update the secret key (leaving the corresponding
public key unchanged).

– The result of Theorem 2 can be generalized to the setting of bounded leakage
and tamper resilience [10], where the adversary is not only allowed to leak
from the state of the signer but can also inject (an a-priori bounded number
of) faults into the secret key and then obtain access to a “faulty” signing
oracle.

– We remark that in general Fischlin’s transformation can be preferable to
Fiat-Shamir in all settings where simulation extractability is needed [17].
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A	
  Second	
  Look	
  at	
  the	
  Comparison	
  

Fiat-­‐Shamir	
  	
  

	
  

•  easy	
  to	
  implement	
  

•  proven	
  secure	
  (in	
  ROM)	
  

•  leakage-­‐resilient	
  	
  
(non-­‐3ght)	
  

	
  

•  proof	
  is	
  non-­‐3ght	
  

•  leakage	
  is	
  non-­‐3ght	
  

•  Not	
  (always)	
  quantum	
  resistant	
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  Fischlin	
  

	
  

•  proven	
  secure	
  (in	
  ROM)	
  

•  3ght	
  security	
  reduc3on	
  

•  Leakage-­‐resilient	
  (3ght)	
  

•  not	
  so	
  complicated	
  	
  
(even	
  faster	
  than	
  FS	
  some3mes)	
  

•  Nothing	
  known	
  about	
  its	
  quantum	
  
resistance	
  


