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convinces ot¢ that some x is in £L C NP

L={x:Twst (x,w) e R,}

N “

(x.) =
(x,w)eR (x, w)

o Completeness: If x € L the proof always succeeds

ol

Output J(x, )

e Computational soundness: A computationally bounded 1.5
cheat only with small probability

@ Argument of knowledge: We can extract a valid w in polyyqn}'al
time from an accepting proof
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and total communication complexity A

e At STOC '92 Kilian showed that every language in NP has an
argument of knowledge in AM(4, poly(log k))

e Such arguments are often called succinct
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o In the attack &4 * plays the verifier in the proof system and
simulates the interaction with the prover via leakage queries

o The above can be done because of¢ knows a witness and the
communication complexity is at most poly-logarithmic

i
° can compute the verifier's next message and ”hard—wiy‘tbe
result in the next leakage query
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corruption of the receiver at the end of the protocol execution.

Xl
o Consider the same as before in the real world of the leakage
game, but now ask to leak an argument of knowledge for x € L

o From this we get a valid simulator '/ in the ideal world

@ Since the proof will accept with overwhelming probability, a

simulator U/ for the adaptive security game can run \.

and
extract from it a consistent state w = (sk, rg) IV
T —
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A problem and a solution

@ Unfortunately, such state may not look indistinguishable from the
real state! The difficulty will be to “enforce” indistinguishability
Lt
@ To argue indistinguishability consider the following (ﬂ) in
the leakage game

o Let the protocol flow leading to x = (m, pk,c) and w = (sk, r¢)
o Leak (1) h = H(w); (2) a proof that x and h are consistent; (3)

a guess b = é(m, w); (4) a proof that b and h are consistent
e OQutput b

o We use b/ to build \'/ in the adaptive security game

o If we now extract w from the proof in (2) above, we get th
right distribution (unless collision resistance is broken)
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General case

@ The previous statement can be generalized to an arbitrary
n-party protocol where a single party gets corrupted at the end
of the protocol execution
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corrupted

o The reason is that we cannot send anymore é into the parties

and leak its guess, since now we should get é(wl, ..., w) and
it is not clear how to leak this value from small leakages
f(wi), ..., f(we)
@ We obtain in this case a weaker form of adaptive security, i.e. we
can still extract a consistent internal state but this may not be
indistinguishable from a real state A4
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Conclusions

@ We have studied the connection between adaptive security and
simulation-based leakage tolerance
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e Bitansky et al. [BCH12] proved that adaptive security implies
leakage tolerance for a large class of functionalities

@ We have shown that for some corruption case and for
poly-logarithmic leakage

o SMT requires a key as long as the message being encrypted
o Leakage tolerance implies adaptive security
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Thank Youl

/v




